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Overview

Being in an information age where there is a constant
barrage of security threats, businesses need to know
that hackers are always seeking ways to exploit
vulnerabilities. Whether a hacker successfully exploits a
vulnerable host or breaches occur by happenstance,
network security precautions must be taken to minimize
risks to the organization.

Sentinel's Network Vulnerability Assessment services
are designed to evaluate the vulnerability of a
customer’s network environment for security risks. This
service provides a comprehensive evaluation of a
customer’s critical network devices, such as file servers,
domain servers, firewalls and routers, and determines if
current operating system and application configurations
are correctly implemented to prevent risks and threats
from unauthorized access.

Business Risk Assessment

The Business Risk Assessment is measured by looking
at assets and their relevant threats. In order to gain
business-level insight into your organization’s security
posture, owners or executive-level sponsors must be
involved in Sentinel’s risk assessment process. This can
include, but may not be limited to the CEO, CIO, CTO,
VP/Directors, and department Managers.

Impact

Likelihood

During the interviews, answers will be entered into a
web-based tool for collection and follow-up analysis.
Information collected in the tool and exchanged with
each sponsor during the interviews will be compiled,
analyzed, and included into a single Risk Assessment
Report.

This will result in the creation of an awareness of the
organization’s state of security for its most critical assets
and will provide the necessary information for a
business-level analysis to ensure that the state of
security aligns with the organization’s security policy.

Vulnerability Assessment

The Network Vulnerability Assessment evaluates
external security risks from hackers and the Internet, as
well as internal security risks from employees or
“authorized” users. Sentinel provides a complete device
and reconnaissance scan for vulnerabilities, analysis of
network device configurations, and recommendations for
remediation in its final report, which will be delivered and
presented to the customer. Information discovered that
will be included in the final report can include:

e WHOIS, DNS, MX records
e SNMP public access strings

e Network Routers, Firewalls, and VPN Access
Devices

e Hosts/Servers revealing unnecessary information
e Extraneous public services

o Exploitable active Web content

¢ Device/Host vulnerabilities

e Out of date security patch levels

e High, Medium, and Low priority categorization of
security vulnerabilities discovered

Priority Rating Description

7 Sentinel Technologies recommends that the findings be

considered for immediate review and resolution

High priority findings are contributing to netwark degradation
or the lack of functionality within the network

Sentinel Technaologies recommends that the findings be
addressed within a short time frame

Medium

3 Medium priority findings are typically network enhancements
or tuning to maximize network performance

Sentinel Technologies views low priority findings as
1 | suggestions that help organizations be proactive with the
averall well being of the netwaork.

3 Low priotity findings are not related to any immediate
performance problems.
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Tools

Tools that may be used for the Security Vulnerability
Assessment vary depending on devices being scanned.
Depending on the environment and specific device types
being assessed, these or others may be used during the
assessment.

Nessus

NMAP

WS Ping Pro Pack
Angry IP Scanner
GFI LAN Guard Security Scanner
Sam Spade

Cain and Abel
Dumpsec

Ethereal

MBSA

NBTscan
Superscan
TSgrind

NetRecon

Nikto

LDAP Browser

Device Configuration Assessment

Sentinel reviews the configuration of key network
equipment (routers, switches, firewalls, etc.) in order to
identify any potential configuration issues. Sentinel's
engineers will login and run commands to gather running
configuration files on the production devices, highlighting
lines and specific command statements containing
configuration errors and/or security vulnerabilities and
providing comments  with  specific  command
recommendations needed in order to correct
configuration errors.

Information discovered that will be included in the final
report can include:

e Misconfigured feature settings

Recommendations \ Benefits

TP Domain is not Sentinel recommends securing the VWTP domain by defining
secured a name and password. An unsecured WTF domain allows

the disclosure of all VLAN information. There is atisk of a -
Affects setious DoS attack, in the case where VLAN database is

G509E-1 maliciously manipulated

Excerpgt from 6509E-1

“esion  running YTP2 (WVTP3 capable)
Domain Mame : SHS Password : not configured
Updater ID: 10.215.1 251

« Missing "Wip password K"

Metifications: disabled

e Qut-of-Date 10S revison levels

H Ty ] =] =]

A | -
Ga3E-1 CATESOS | CATOS 5500 CAT OS5 5.74a)

BS09E-2 CAT BSOS Eilvance Enterprize 12 A100=RF3 | Advanced EMerpize 12 4 3302
MESFC

4506 West | CAT 4506 Erterprize Services T2 25371505 Erterprize Services T2 2.53-5G
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e Improper or missing feature enablement affecting
security & performance best practices

Recommendations \ Benefits

Lack of AAA access Sentinel recommends implementing AAA services on all
controls an Switches Cisco switches and routers. TACACS should be used as the
and Routers defacto authentication protocol. AAA services relieve the
administration burden and complement an organization's
Affects passwaord policy

Warious

Excerpt from 6509E-1
A48 iz configured but not applied to line interfaces.

aaa nen-madel
aaa authentication login default group tacacs+ local enable

ling con 0
privilege level 15

Excerpt from 4506-West
Ann iz partially configured but not applied to line interfaces.

a@a nesw-mocdel
aaa authentication login detault group tacacs+ local enable

Pricing
Pricing for the security assessment services is based on

number of devices being analyzed and can be further
customized to meet individual customer needs.

Contact your Sentinel account representative to arrange
a meeting and receive a pricing proposal.
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