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The Problem 
Today’s computer networks are challenged with 
delivering traditional computer data and web traffic as 
well as real time traffic such as voice and video over IP.  
Most companies simply have no information on the 
performance, condition, traffic, and vulnerability on the 
existing network systems.   

The Solution 
Sentinel Technologies offers comprehensive network 
WAN and LAN analysis services specifically designed 
for measuring current network performance and making 
recommendations to improve response times, 
availability, and make proper upgrade investments.  
 
Sentinel’s Network Health Assessment services use 
industry standard management protocols and techniques 
to gather information from the network and equipment 
itself, providing a real time evaluation of network activity 
and device status.  Using graphs and detailed data 
captured over the sampling period, Sentinel provides 
valuable insight into existing network system usage and 
performance.   
 
 Information from the health assessment will provide a 
means for companies to identify sources of poor 
performance and estimate the impact of changes and 
additions to the network systems.   
 

Benefits 
Customers can leverage Sentinel’s Network Assessment 
services to benefit in the following ways: 
 

• Determine root cause(s) of performance issues 
• Visibility into application usage on the network 
• Discover capacity issues contributing to poor 

performance 
• Troubleshooting time to repair reduced 
• Receive expert analysis and recommendations 

for improvement 
• Improved application response times 
• Better investment decisions based on real 

network visibility 
• Determine the voice and video readiness of 

network systems 
• Develop acceptable use policies for applications 
• Meet auditing and compliance regulations 

 
 

 
 

Approach 
To collect information, Sentinel installs the appropriate 
tools on the network, and gathers ‘live’ traffic information 
sent from target devices.  The information is then 
evaluated and reported in a user-friendly format with 
clear recommendations for improvements.  Using this 
information, configuration changes, upgrades and future 
investment areas can be determined providing a means 
to make proper investment decisions.   
 
 

 
 

Pricing  
Pricing for the assessment is based on number of links 
and devices being measured and can be further 
customized to meet individual customer needs.   
 
Contact your Sentinel account representative to arrange 
a meeting and receive a pricing proposal. 
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Methodology 
Sentinel incorporates a logical strategy of collecting 
traffic at strategic aggregation points and/or troublesome 
locations and then analyzing this data in order to verify 
the health of the network.  Measuring key network 
performance indicators, Sentinel is able to accurately 
assess the current state of the network.   
 
Some of the key performance indicators that Sentinel 
strives to collect are: 
 
Availability – downtime of key resources 
 

 
 
Latency -   max, min and average end-end delays 
 

 
 
Bandwidth – real time and historical utilization 
  

 
 
CPU and Memory –router, switch, utilization 
 

 
 
 
 
 

 
 
Packet & QoS Analysis – detailed packet captures 
 

 
 
 
Equipment Configurations – identify Cisco router, 
switch, or firewall configuration issues. 
 
By focusing on these performance metrics across the 
entire path of devices and links between the user and 
the application, Sentinel is able to provide views and 
pinpoint issues affecting network performance. 

 
Deliverables 
The following information from traffic collected during the 
Network Health Assessment can be included in the final 
report:  
 

• Total Bandwidth Utilization 
• Application Bandwidth Utilization 
• QoS Priorities 
• Protocol Distribution (TCP, UDP, ICMP) 
• Traffic Distribution (Broadcasts, Unicasts, 

Multicasts) 
• Top Talking Hosts  
• Top Host Conversations 
• TCP/UDP Events (retransmissions) 
• End-end network latency response times 

(min/max/avg roundtrip delay) 
• Device availability/uptime (% uptime) 
• Device CPU/memory load (% total) 
• Highlighted comments and specific command 

recommendations needed in order to correct 
configuration errors 

• Recommendation of changes and locations to 
place new configuration statements 


